
Reqo's MAESTRO for ePO™ is an add-on
application for McAfee's® ePolicy
Orchestrator that enables enterprise
users' global access to ePO's extensive
data through a transparent and highly
organized web inter face providing relevant
and timely intelligence on virus attacks,
assisting in network recovery and drastically
reducing loss of business productivity.

Now that the internet has become an integral component to
the operation of all modern enterprises, the management of
network security has become an essential and vital concern to
global commerce. 

According to iCSA Labs's 2003 Computer Virus Prevalence
Survey, in the past twelve months the cost of recovery from a
single virus attack has risen from an average of approximate-
ly $81,000 to nearly $100,000, while recovery time improved
only marginally.  In addition to these costs of
recovery there are also potential additional dam-
ages resulting from bad press, legal liabilities,
and possible regulatory infractions as well.
Compounded with the increased frequency and
ubiquity of malicious code, the annual costs of
virus attacks have created a significant risk to
business continuity and the bottom line.

These facts clearly demonstrate that simply
installing anti-virus software is an insufficient
defense to prevent lost or corrupt data and other
potential ancillary liabilities.  As experts in
Information Security and Compliance, we at
Reqo believe that it is essential to fundamental-
ly improve the processes of detection, analysis,
reaction and recovery. 

Making sense of the massive amount of information within
ePO is invaluable in determining where and how each attack
penetrated network defenses and whether or not the attack
could have been averted.  This knowledge can be used to
improve information security processes, thus greatly dimin-
ishing the impact of each virus attack, which in turn can sub-
stantially reduce recovery time, wasted human resources and
capital expenditures. 



With this in mind, Reqo developed Maestro for ePO; a powerful
web-based analysis and reporting plug-in application designed
to provide instant answers to the questions above, enabling
information security personnel to maintain the integrity of their
corporate networks and information assets. 

Maestro for ePO translates and organizes an enormous amount
of data into a variety of clear and logical graphs, charts and
reports showing the level of readiness of anti-virus software on
each and every computer within the entire enterprise, organ-
ized by geographical location.

Since Maestro has a web-based interface, it offers a significant
advantage over the basic ePO console by allowing access from
any computer within the corporate network.  The integrated
role-based security design of Maestro for ePO gives upper man-
agement the ability to customize users' access limited to the
specific information necessary to perform their particular busi-
ness functions. 

In addition, Maestro for ePO continuously caches data for
instantaneous retrieval and can present pre-calculated graphic
snapshots for easy assessment of historical trends and how
they correspond to current virus attacks.  This is crucial infor-
mation, giving administrators critical time to react and avert a
full network outbreak.

Maestro for ePO also includes a comprehensive set of tools
necessary to analyze virus attacks happening in real time as
well as past incidences, providing essential data including
which computer was first compromised, the timeline of the
attack, and other recently detected threats.

Maestro incorporates a flexible and highly customizable alerting
functionality, notifying technology personnel of significant
changes in the security status of the computers within their
specific region. 

These "intelligent alerts" are significant as they report only rel-
evant incidents by performing continuous statistical analysis
which is an essential aid in preventing propagation of malicious
code on a corporate network and containing the attack in a
timely manner to a smaller group of machines.
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These features make Maestro ideal for a distributed
management model, enabling local technology per-
sonnel to effectively enforce global enterprise security
policies and procedures while allowing division man-
agers instantaneous access to current and relevant
security conditions of the computers within their spe-
cific division.

This model leverages the centralized security expert-
ise of an enterprise organization while providing
prompt and localized support to every division within
its local time zone and language benefiting from the
full knowledge of its workflow and IT specifics.

Reqo's Maestro for ePO has been implemented in a
wide range of corporate, government, and education-
al enterprises with computer networks ranging from
1000 to well over 200,000 nodes, effectively reducing
the cost of recovery from virus attacks and substan-
tially minimizing the loss to business productivity.

Each day, as viruses become more sophisticated and
ubiquitous, having the ability to investigate and uni-
versally react to "event correlations" during a virus
outbreak can make a crucial difference in the inces-
sant battle against malicious code. Maestro for ePO is
that crucial difference.

Reqo Inc is a privately held corporation with head-
quarters in New York, NY. Reqo specializes in
Information Security and Compliance and provides its
enterprise customers with a comprehensive portfolio
of products and consulting services offering solutions
for the prevention of virus attacks and regulatory com-
pliance for information technology.
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