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Preface

This Installation Guide introduces Reqo Inc. Maestro for SE™ software, and provides the following information:
e Hardware and database software requirements

e Instructions for installing software
e Instructions for uninstalling the software

Throughout this document Pedestal SecurityExpressions™ software will be referred to as SecurityExpressions and/or SE.

AUDIENCE

This information is designed for network administrators as a guide in the installation process.

Software Requirements

Before you begin the installation, verify that the minimum system requirements are met for all computers being used as
Maestro for SE servers and for the Maestro for SE database. The requirements for Maestro for SE are outlined below.

SE REQUIREMENTS

e Pedestal SecurityExpressions™ software version 3.2.1 (Build 3665)

MAESTRO FOR SE DATABASE REQUIREMENTS

e Maestro for SE database must reside on the same server and instance as the SE database

e Please refer to SE documentation for detailed server and database system requirements

e Allocate approximately 5% of total disk space used by SE database for Maestro for SE database
e  Microsoft SQL Server 2000 Standard or Enterprise Edition with Service Pack 3a or higher

MAESTRO FOR SE WEB APPLICATION AND SERVICE

Microsoft .NET Framework version 1.1 or higher

¢ .NET Framework can be installed via Windows Update page http://windowsupdate.microsoft.com. For more
information please refer to .NET Framework homepage http://www.microsoft.com/net
Microsoft Internet Information Services (lIS) version 5.0 or higher
For more information about installation and configuration of Microsoft Internet Information Services
please refer to your windows documentation.
ASP.NET support is required.
Under Windows 2000 or Windows XP if IIS installed after NET Framework you will need
to enable IS mappings for ASP.NET. For more information please refer to KB0011 in
Troubleshooting Installation of Maestro for ePO section at the end of this document
Under Windows 2003 Server during installation of IS please make sure to enable
ASP.NET support. Fore more information please refer to the Official Microsoft ASP.NET
Site: Running ASP.NET 1.1 with IIS 6.0 http://www.asp.net/faq/AspNetAndlIS6.aspx
Microsoft Office XP Web Components
Office XP Web Components can be downloaded http://office.microsoft.com/downloads/2002/owc10.aspx
Microsoft Data Access Components (MDAC) 2.8
For information about downloading MDAC releases, see the following MSDN Web site:
http://msdn.microsoft.com/data/downloads/updates/default.aspx
Free disk space - 50Mb minimum

CLIENT REQUIREMENTS

e  Microsoft Internet Explorer version 5.0 or higher

¢  Microsoft Internet Explorer can be installed via Windows Update page http://windowsupdate.microsoft.com. For
more information please refer to Internet Explorer homepage http://www.microsoft.com/ie
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Installation of Maestro for SE

INSTALLATION PROCEDURE

1. From the server where the SecurityExpressions application is installed, begin installation by
launching the Maestro4SE.msi file. The Maestro for SE Installation dialog box appears.
Select Next button to proceed with the install.

{i§ Maestro for Security Expreshans Setup — o) x|

l'eqo Welcome to the Maestro for
Securitybxpressions
Installation Wizard

Itis strangly recommended thal you et all'Windews programs
befors runring this setup prograrm

Click Cancel ko quit the setup program, then close any programs you
have running. Click Mext to continue the installation,

< Back Cancel |

Figure 1: Maestro for SE Installation dialog box

2. Accept default application options and choose the Next button to proceed with the install.

i'.a Maestro for Security Expressions Setup | 5[
Maestro N
for SecurityExpressions
E] Magsiro for SeculyEspressions | [ Feature Description:
=22 | web Companent
=~ Service
=3~ | Datahass
This feature wil be installed on the local hard
drive
| his feature requires | 26k on your hard diive.
It has 3 of 3 subfeatures selected. The
subleatures require 3997KE an vour hard drive.
Current location: B
C UnetpubmmnootMaestiodSEY _oowe |
‘wize Installation wizard (R)
sk Tost ™ Resst | < Back. Mext > | Cancel |

Figure 2: Application components screen

3. Specify the name of the SQL server that houses the SecurityExpressions database, the
name of the SecurityExpressions database and the SQL authentication information.
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[ Security E

SOL Server Neme: [S0l Servertlame | Browse
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© Windows MT Authentication
* S0OL Authentication
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‘wize Installation Wizard (R)
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Figure 3: SecurityExpressions database information

4. Specify the name of the Maestro for SE database that will be created on the same instance
of SQL that houses your SecurityExpressions database and the SQL username and
password that will be created and used by the Maestro for SE application.

e
Maestro
for SecurityFxpressions

b

Maestro for Security E ions D Settings

Set configuration settings for MaestrodSE databasze and an internal account used
by the application

Maestra far SE Detabase MName; IMaestlo45E
Username: IMaestlo4S Ellsr
Pazzward: In

‘wise Installation 'wWizard [R]

<Back [ New> | Cancel |

Figure 4: Maestro for SE database information

5. Enter the SecurityExpressions credentials to unlock credential store that is used to
authenticate during audit of targeted computers.

e
Maestro
for SecurityFxpressions

Security E i Ci

Set usemame and password that will be used by MasstiodSE windows service ta
unlock credential store used to authenticate during audits of targeted computers.

Username:  [SEAdmin
Pagsword:  [EEg

‘wise Installation Wizard [R]

<Back [ New> | Cancel |

Figure 5: SecurityExpressions credentials
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i Maestro for Security Expressions Setup =101 ]

Maestro
for SecurityExpressions

Enctypting registry passwords

‘wise Installation Wizard (R)

N

Figure 6: Maestro for SE installation progress dialog box

6. Upon successful installation click the finish button to exit the installation program Close.

18 Maestro for SecurityExpressions Setup i =100x|

I'eqo Maestro for SecurityExpressions

Installation Wizard
. Completed

Click the Finish button to exit this installation,

< Back

Cancell |

Figure 7: Maestro for SE installation successful dialog box

7. Maestro for SE uses the Maestro for ePO user management module; therefore the Maestro
for SE security patch needs to be applied to enable SE specific rights management.
a. On the server where Maestro for ePO web component is installed, select Patch
Tool from the Maestro for ePO Program group from the Start menu.
b. Browse to Maestro for SE installation files and select
Patch_SecurityExpressions.bin patch file.

8. Only if Maestro for ePO is not installed on the same server as Maestro for SE will you need
to export Maestro for ePO registry values from system where Maestro for ePO is installed.
a. On the system where Maestro for ePO is installed Click Start, and then click Run.
b. Inthe Open box, type regedit, and then click OK.

c. Locate and then click the key
HKEY_LOCAL_MACHINE\SOFTWARE\Reqo\Maestro

d. Right click and choose Export.
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Figure 8: Exporting Maestro for ePO registry values

e. In the Save in box, select a location where you want to save the Registration
Entries (.reg).

f.  In the File name box, type a file name Maestroforepo.reg, and then click Save.

g. Copy Maestroforepo.reg file to the system where Maestro for SE is installed

h. Double-click the Maestroforepo.reg file to merge Maestro registry values into
the registry.

Starting Maestro for SE

Once installation of the software is completed successfully, follow these steps to start using Maestro for SE:

1.

Using Microsoft Internet Explorer 5.0 or higher navigate to
http://<Maestro_for_System_Name>/maestro4se

To be able to login into the application you will need to use your Maestro for ePO Administrative
account or grant Maestro for ePO user Maestro for SE application login rights.

‘B Maestro for Security Expressions - Microsoft Internet Explorer —al x|
Ble Edit Wiew Favortes Tooks Help ‘ e
Qack - ) - ¢ 2 JSearch - Favores @ Media £ | - L [
Agdress| 3 = Go ‘L\nks >
B
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Maestro for SecurityExpressions
Login
O Login
© 2002-2005 Reqo, Inc Al rights reserved,
&3]
&) [ | N3 tocalintranet 4

Figure 9: Maestro for SE Login page
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Uninstall of Maestro for SE

To uninstall Maestro for ePO:

STEP1 Go to Windows Control

Panel select Add/Remove Programs and find the Maestro for

SecurityExpressions applications and click on Remove button to uninstall the application.

STEP 2

S Add or Remove Programs

Currently installed programs:

Sort by: [Wame -

=10lx]

8 Background Info
Maestra for ePO
ﬁ Maestro for SecurityExpressions

Click here for support information.

To change this program or remave it from your computer, dick Change or Remave.

15! Maestro Services

ﬁ Microsoft Data Access Companents KBG70663
B8 microsoft Office XP Web Components

& Microsoft SQL Server 2000

W securityExpressions 3.2

Figure 10: Uninstall of Maestro for ePO

to choose option to Delete database.

Change | :Remove

Sze  2.68ME A

Sizs  11.52M8

Size  B.64ME
Used rarely.

Size  1.00ME

Size  13.45MEB
Size: 606.00ME

Size  &7.13MB

In SQL Enterprise Manager locate Maestro4SE database. Highlight Maestro database, right click

Page 9

Maestro for SE Installation Guide



